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Abstract

The article provides a comprehensive analysis of contemporary challenges
to information security in Ukraine and the Baltic Sea region in the context of
hybrid confrontation. It substantiates that information security has transformed
into an independent strategic component of national and international security,
whileinformationinfluence hasbecome animportantinstrument for destabilizing
democratic societies. The study identifies the main forms of contemporary
information threats, including disinformation, manipulative narratives, fake
news, and technologies of information influence aimed at undermining public
trust and intensifying political polarization.

The peculiarities of the Russian Federation’s use of information and
psychological operations against Ukraine and the Baltic region states are
analyzed. The article reveals the specific features of Russian disinformation
narratives targeting Ukraine, Latvia, Lithuania, Estonia, and Sweden, and
outlines the key socio-political vulnerabilities exploited for destabilizing
influence. It is demonstrated that a common feature of such information attacks
is their focus on historical traumas, linguistic and cultural contradictions, and
crises of public trust.

Special attention is paid to the concept of information resilience as
a fundamental mechanism for countering hybrid threats. It is emphasized
that the development of information resilience involves not only the state’s
ability to respond to information attacks, but also the formation of long-term
mechanisms for protecting the democratic information space. The necessity
of a multi-level approach to ensuring information security is substantiated,
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encompassing cooperation among state institutions, security structures, civil
society, educational programs, and strategic communications centers.

The article concludes that effective counteraction to contemporary
information threats requires regional coordination, strengthened international
cooperation, and the establishment of a common system of information resilience
for Ukraine and the Baltic Sea states in the context of growing hybrid challenges

Keywords: information resilience; Ukraine; Baltic Sea Region;
information threats; hybrid threats; disinformation; fake news; propaganda

Introduction

The notion of information security as a crucial dimension of national
and international security has become especially salient lately due to numerous
information threats to democracies worldwide, including disinformation,
obscurantism and fake news. In the post-Cold War period nations enjoyed an
unprecedented luxury of not expecting, at least in the near future, the menace
of a large-scale war between the great powers of international politics [1, p.15].
Yet, at the present moment, it is increasingly more difficult to draw a precise line
between war and peace in conflicts of the globalizing world in view of hybrid
warfare usage and to clearly understand who an adversary is and what their
goals might be.

Information threats are often utilized as a part of hybrid warfare. Thereby,
disinformation can be defined, as false information that is intentionally meant
to mislead audiences — intentionally misstating the facts to baffle and confuse
[2, p.1]. One can single out, particularly, three distinct factors or motivators: to
make money; to gain political influence, either foreign or domestic; or to cause
trouble and harm for the sake of it [3, p.1].

Information threats are frequently categorized as part of hybrid warfare
aimed at creating uncertainty, blur the line between conflicting parties and thus
confuse an adversary. Hybrid warfare can be defined as warfare that includes
a multiplicity of actors, blurs the traditional divide between sorts of armed
conflict, and even between the notions of war and peace [4, p.7]. In recent years,
the Russian Federation has been notorious in terms of involvement in a series of
hybrid operation and disinformation spreading campaigns worldwide. Thereby,
although hybrid warfare is a Western, not Russian term, all kinds of recent
Russian hostile activities — from the covert use of special forces to interference
in elections and economic coercion — have been defined as hybrid and caused
growing disturbance in the Western security sector [4, p.7].

It should be noted that these hybrid threats stemming from authoritarian
regimes, including the Russian Federation, have been of particular concern lately
for the countries of the wider Baltic Sea Region, including Ukraine. Therefore, it
is necessary to determine key characteristics of information resilience in Ukraine
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and the wider Baltic Sea Region in view of the current threat of spreading fake
news and obscurantism, particularly stemming from authoritarian regimes.

The problem of this research study is the need to define characteristics of
information resilience in Ukraine and the wider Baltic Sea Region in view of the
current threat of spreading fake news and obscurantism. The goal of this research
study is to define key characteristics of information resilience in Ukraine and the
wider Baltic Sea Region in view of the current threat of spreading fake news and
obscurantism.

The topics of hybrid threats, information security and information
resilience have become particularly salient in recent years. Thereby hybrid
threats are frequently characterized as anything happening in non-conventional
wars, for instance, Russia-Chechnya wars, actions of ISIS, confrontation in
Afghanistan [5, p.124]. Aggressor states have been using a wide range of hybrid
techniques in order to reach their foreign policy goals.

There are various approaches to the term of “hybrid warfare”. The term
“hybrid warfare” was used to simply describe the concurrent use of conventional
and irregular forces in the same military campaign — for instance, Peter R.
Mansoor characterized hybrid warfare as “conflict involving a combination
of conventional military forces and irregulars (guerrillas, terrorists, among
others), which could include both state and nonstate actors, aimed at achieving
a common political purpose [6, p.7].

Democracy has a unique relation to the notions of hybrid warfare and
information threats. It should be noted that when the founders of the United
Nations drafted the United Nations Charter 80 years ago, they did not include
the word “democracy”, because in 1945, still more than today, many of the
United Nations’ Member States did not espouse democracy as a system — others
laid claim to it, but did not practise it [7, p.1.]. Yet, the United Nations as an
institution has done a lot to support democracy around the world — from
fostering good governance to monitoring elections, from supporting civil
society to strengthening democratic institutions, to assisting the drafting of new
constitutions in nations post-conflict [7, p.1].

Another important term to analyze is the notion of resilience. Resilience
refers to the ability to successfully adapt to stressors, maintaining psychological
well-being in the face of adversity [8, p.1]. It is the ability to “bounce back” from
difficult experiences, and it involves thoughts and actions that can be further
learned and fine-tuned [8, p.1].

A wide range of tactics was elaborated and employed by democratic
states, in particular, to withstand information threats. An important notion
connected with this process is information resilience. Information resilience
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can be defined as the process of reducing vulnerability of information to threats
during its lifespan [9, p.1].

Developing and enhancing information resilience is especially urgent for
Ukraine in view of the ongoing Russia-Ukraine war, and for the wider Baltic Sea
Region, many of whose countries border on the Russian Federation and become
the target of numerous disinformation threats and attacks. Among common
myths spread by the Russian Federation about Ukraine, in particular, is that
Ukraine is a failed state and not a democracy [10, p. 2]. It can be concluded
that the above-mentioned terms and concepts are highly important for further
approaching the topic of information resilience to current hybrid threats in
Ukraine and the wider Baltic Sea Region countries.

Methods of Research

It is planned to utilize qualitative methodology in the research study.
In particular, the selected method is qualitative case study. Researchers using
qualitative methodology immerse themselves in a culture by observing its people
and their interactions, often participating in activities, taking life histories,
constructing case studies, and analyzing existing documents or other artefacts
[11, p.1433]. The qualitative researcher’s goal is to attain an insider’s view of
the group under study, which makes qualitative research methodology a bit
different from the quantitative research methodology with respect to the type of
qualitative research, the research design, sample size, instruments and methods
of data collection and analysis [11, p.1433].

The research question of the present research study is, as follows, RQ.
What are the key characteristics of information resilience in Ukraine and the
wider Baltic Sea Region in view of the current threat of spreading fake news and
obscurantism?

Results of Research

Since Ukraine and the wider Baltic Sea Region are in the focus of this
research, it is also important to define the Baltic Sea Region and Ukraine’s place
in it for the present research study. It should be noted that the wider Baltic
Sea Region includes Ukraine in its boundaries. One should note that there is
a multitude of approaches to defining the Baltic Sea Region in view of various
geographical, political, social, economic, linguistic and cultural factors. The
region can be defined within wider or narrower terms. Moraczewska [12, p.16]
notes that a region can be defined as a geographical area with its specific natural
features, the appearance of shared norms and rules which are considered by a
group of entities as well as a common initiative implemented by countries at
local or central levels in planning policy, economy, social and cultural issues,
and while dealing with a maritime region it is often the sea that becomes the
most important factor stimulating the region-building processes. According to

337



ISSN 2415-881X Politology Bulletin, Issue 100, N2 (2026)

the Baltic Development Forum (2018) approach, the Baltic Sea Region consists
of eleven nations [13, p.1]. Per European Union Strategy for the Baltic Sea
Region (EUSBSR), it includes 12 countries [14, p.1]. Rydén [15, p.10] notes that
the Baltic Sea drainage basin includes wholly or partly the territory of fourteen
countries, including Ukraine. The Baltic Sea drainage basin includes the territory
of fourteen countries in total with some 85 million inhabitants — in addition to
the nine coastal states — Sweden, Finland, Latvia, Lithuania, Poland, Germany,
Denmark, Estonia and Russia — one can also find Belarus and smaller parts from
Ukraine, Czech and Slovak republics draining through Poland in the south, and
very small parts of Norway draining through Sweden in the west [15, p.10]. The
author of the present research study will follow this wider and more inclusive
definition of the Baltic Sea Region, with fourteen countries, including Ukraine.

In terms of threats to information security, the Russian Federation has
long been one of the most serious antagonists for the wider Baltic Sea Region,
including Ukraine. Concept of the Russian Foreign Policy (2023) contains such
provisions, as “strategic foreign policy goals of the Russian Federation are
achieved through performing the following main tasks... — develop ties with
compatriots living abroad and render them full support in exercising their rights,
ensuring protection of their interests and preserving all-Russian cultural identity
[16, p. 9]. Thereby, one should also note the so-called new “securitization”
of Europe — return to previously rejected realist concept of great powers in
international relations, particularly after annexation of the Crimea [17, p.127].

In utilizing hybrid warfare, the Russian Federation continues to search,
identify and exploit vulnerabilities of other states, particularly, of democratic
states. For example, among vulnerabilities of Germany exploited by the Russian
Federation were, in particular, the issues of migrants [17, p.130]. Among
vulnerabilities of Sweden exploited by the Russian Federation was the case of
the former Ministry of Defense Mr. Peter Hultqvist, a well-known critic of the
Russian Federation, who was blamed for writing letters on providing weapons
to Ukraine [17, p.130].

The Russian Federation hasalsobeen exploiting vulnerabilities of the Baltic
Sea region states — former republics of the Soviet Union — Latvia, Lithuania and
Estonia. Particularly, in Latvia, among the exploited vulnerabilities, there were
such aspects, as “oppressing“ linguistic rights of Russian-language speakers in
Latvia and limiting rights of “non-citizens” [17, p.144]. As to Ukraine, the goal of
the Russian Federation with regard to international audiences was to discredit
the Ukrainian government and diminish the support provided to Ukraine
by democratic allies [18, p.2]. Thus, it can be concluded that countries of the
wider Baltic Sea Region, including Ukraine, have long been targets of Russian
disinformation and propaganda, and have continued efforts on withstanding
these threats and further developing their information resilience.
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Fighting hybrid threats, disinformation and developing information
resilience further continues in the wider Baltic Sea Region, including Ukraine.
Regarding the Ukrainian case, in the opinion of E. Channell-Justice, phenomenon
of self-organization is key: when a certain step needs to be taken, and people
have the appropriate capabilities in Ukraine, they just go ahead and do it [19,
p-27]. For instance, the basis of the Revolution of Dignity was self-organization,
and the relevant political experience accumulated by the society during the
months of confrontation was very useful for Ukrainians in their further political
struggle in the following years [19, p.27]. The gained skills and expertise became
especially vital after the start of the full-scale invasion of Ukraine by the Russian
Federation on 24 February 2022. Other crucial elements of efficient responding
to hybrid threats are civil society — government cooperation, efficient usage
of track I and track II diplomacy, synergy among different societal groups,
government and private companies.

The Baltic Sea Region states have exceled in finding comprehensive
responses to hybrid threats emanating from the Russian Federation, in particular.
These countries have made an all-of-society approach to disinformation a
priority — in Lithuania, for instance, the Civic Resilience Initiative uses online
and offline tools to help young people tackle disinformation head on [20, p.1].
Attracting people to take disinformation seriously is an urgent task in the Baltic
Sea Region states — these relatively small, European Union countries have
borders with the Russian Federation and know first-hand that the latter’s regime
will use trade, cyber-warfare, energy, food and any available mechanisms to
pressure its neighbours into toeing the Kremlin line [20, p.1].

Ukrainians today have responded to Russia’s onslaught with extraordinary
resilience and unity. Thus, Yaholnyk notes that, in order to achieve a fair and
lasting peace, Ukraine must elevate its successful and innovative counter-
operations in order to reshape the strategic equation [21, p.1]. Organisation
LetsData analysed the discourse of local Telegram channels in areas occupied
after 24 October, 2022, as well as in frontline communities — in particular,
they conducted a study featuring practical case studies and recommendations
on how to counter propaganda and disinformation — various messages were
communicated to local authorities, and they have been developing different
policies and approaches, implementing certain measures — and the results so
far have been quite positive [21, p.1]. Thus, it can be noted that Ukraine and the
wider Baltic Region countries have demonstrated resilience and adaptability to
the information threats coming from the Russian Federation.

Conclusions

It can be concluded that specific features of information resilience
in Ukraine and the Baltic Sea Region are related to comprehensive approach
to fighting disinformation and malicious propaganda. In particular, it is
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establishment of research centers, think tanks, centers of excellence; fact-
checking, myth-busting projects and agencies. In a strategic long-term
perspective, it is implementation of education programs on critical thinking
and media literacy. Respective measures also encompass efficient cooperation
between civil society, government and private sector companies. Another
important dimension of countering hybrid threats is the effective usage of track
I and track IT diplomacy.

The response to hybrid information threats needs to be multi-faceted and
comprehensive. It can include civilian-military cooperation, synergy between
government and civil society as an important mechanism for democracies,
and enhancement of information resilience of a society. These efforts need
to be undertaken tactically at the level of excellence centers for countering
disinformation and penalizing perpetrators, as well as strategically at the level of
academic programs and curricula. Information threats in the age of obscurantism,
globalization and AI-driven risks and opportunities are constantly changing and
evolving, therefore it is necessary to keep monitoring the situation, conducting
proper risk assessment and adapting current tactics and strategies to the rapidly
changing circumstances.
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IHOPOPMALLIMHA BE3MEKA B YKPAIHI TA PETIOHI
BANTINCbKOIrO MOPS

Pesrome

Y crarTi 37iiCHEHO KOMIUIEKCHUU aHAaJI3 CydacHUX BUKJIMKIB iHDOp-
MalliiiHiil Oe3rerni YkpaiHu Ta Jiep:kaB perioHy basTiiichkoro Mopsi B yMOBax
ribpusHOoTro mpotuboperBa. OOrpyHTOBaHO, 1110 iHdOpMaIiliHa 6e3neka TpaHc-
dopmyBasacs y caMOCTIHHUN CTpATETIYHUI KOMIIOHEHT HAIliOHAJIbHOL Ta MiXK-
Hapo/HOl 6e3meku, a iHpopMaIiiiHi BIUTUBU CTaJIM BAKJIUBUM iHCTPYMEHTOM
Jlectabuizartii IeMOKpaTUYHUX CyCITIIbCTB. BU3HaueHO OCHOBHI hopMH cydac-
HUX iHpOpMAaIIHHUX 3arpo3, cepel AKUX e3iHdopMartis, MaHIMyJISTUBHI Hapa-
TUBH, (PeKOBI HOBUHU Ta TEXHOJIOTI iH(POPMAITIHHOTO BILUINBY, CIIPSIMOBaHI Ha
MIPUB CYCIIUIHHOI IOBIPU ¥ IMTOCUJIEHHS TTOJIITUYHO] IMOJISIpU3allii.

[TpoaHaizoBaHO 0cOOIMBOCTI BUKOpUCcTaHHA Pocitickkoro Pezepairiero
iHdOpMaIiHO-IICUXOJIOTIYHUX OIlepalliii MpoTU YKpaiHu Ta Kpain bastiiicbkoro
periony. BusiBieHo crnenudiky pociiicbKux e3iHgopMaIiiiHux HapaTUBIB 110710
Yxpaiuu, JlaTsii, JIutBu, Ectownii Ta IIBerii, a TAaK0> OKpecJIeHO KJIIOYOBI CycC-
MUJTBHO-TIOJIITUYHI BPa3JIUBOCTI, sIKi BUKOPHUCTOBYIOThCS JIJIs iecTabisizamiiiHo-
ro BIUIUBY. JloBeIEHO, 110 CIIIBHOIO PUCOI0 iH(pOPMAIIMHUX aTaK € 1X Opi€HTa-
Iis1 HAa ICTOPUYHI TPaBMU, MOBHO-KYJIBTYPHI CYIIEPEUHOCTI Ta KPU3Y CYyCHIJTIbHOL
JIOBipH.

Oco06snBy yBary mpuzijieHO KOHIENTY iH(popMaIiiHoi CTilKoCTi K Oa-
30BOTO MeXaHi3My MpoTu/ii ribpuauM 3arpo3am. [TigkpecyieHo, 10 pO3BUTOK
iH(pOpMaIifiHOI CTIHKOCTI Iepe/ibayae He JIUIE 37aTHICTh JE€PKAaBU pearyBaTH
Ha iHopMariiHi aTaku, a i GOpMyBaHHS JIOBTOCTPOKOBHUX MEXaHI3MiB 3aXUCTY
JIeMOKpaTUYHOTO iHpopMaIitHoro nmpocropy. O6rpyHTOBaHO HEOOXiIHICTh Oa-
raTOpiBHEBOTO Ii/IX0/Y /10 3abe3eueHHs iHhopMaIliiiHOl 6e3IeKH, 1110 OXOILTI0E
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B3AaEMO/JIII0 IEP:KAaBHUX 1HCTUTYIIINA, CTPYKTYp Oe3neku, rpOMa/ITHCHKOTO CyC-
MIJIBCTBA, OCBITHIX TPOTpaM Ta I[eHTPIB CTPATETIYHMX KOMYHIKAIlil.

3po0JieHO BUCHOBOK, 1110 e(peKTUBHA MPOTU/IiA CydyacHUM iHdopmarri-

HHM 3arpo3am moTpebye perioHasbHOI KOOPAUHAITi1, TOCHUIEHHS MIXKHAPOIHOI

criBmparii Ta popMyBaHHs CIIJIBHOI cCTEMH iHGOPMAITIIHOI CTIHKOCTI YKpaiHu
1 aep»kaB banTiichKOro Mopsi B yMOBaxX 3pOCTaHHSA TOPUHUX BUKIUKIB.
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