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HUMANITARIAN POLICY AND INFORMATION
SECURITY AS MAIN ASPECTS COUNTERACTIONS
SPREADING WAR RUSSIA AGAINST UKRAINE

Abstract

The article explores the specific and foundational aspects of humanitarian
policy as a crucial element in countering the information warfare conducted
by the Russian Federation against Ukraine. Several key considerations in this
effort include:1. promotion of humanitarian values: advocating and supporting
humanitarian values such as tolerance, equality, and respect for human rights play
a proactive role for the state; 2. development of educational and cultural initiatives:
implementing programs that foster understanding and mutual appreciation among
diverse cultures and nationalities is essential. 3. safeguarding citizens’ rights and
freedoms: authorities should take responsibility for protecting fundamental rights
and freedoms, including freedom of speech, the right to information, and privacy;
4. enhancement of media literacy: initiatives aimed at improving media literacy
among the population are crucial. individuals with heightened media literacy are
less susceptible to manipulation. 5. international collaboration and diplomacy:
collaborative efforts and diplomatic endeavors are necessary for exchanging
best practices in humanitarian policy and countering information aggression.6.
provision of humanitarian assistance: offering humanitarian aid and support to
those affected by information aggression is vital.

The importance of safeguarding both state and personal information
cannot be overstated, particularly in light of the increasing prevalence of electronic
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systems for governance and information exchange, especially amidst the full-scale
war Russia is waging against Ukraine. There is an urgent need to bolster measures
that ensure the confidentiality and integrity of data to prevent the compromise of
sensitive information and maintain trust and efficiency in administrative processes.
Furthermore, economic security is a critical concern, as Ukraine’s economic well-
being relies on defending against cyber threats. Successful cyber attacks can result
in data breaches, financial losses, and a decrease in investor confidence, posing a
significant risk to economic growth and stability. Therefore, robust information
security measures are indispensable for sustaining Ukraine’s economic prosperity.

Keywords: humanitarian policy, information security, Russia’s full-scale
war against Ukraine, international cooperation, information warfare, post-truth,
cyber security, fakes, educational and cultural practices.

Introduction

For Ukraine, research on information security holds profound significance
due to several compelling factors. Firstly, amid Russia’s full-scale conflict against
Ukraine, our nation navigates a complex geopolitical environment. This conflict
extends beyond conventional military actions to include cyber warfare and
dissemination of disinformation, with the latter serving as a potent instrument
wielded by Russia. Consequently, understanding and countering these threats are
imperative for safeguarding our sovereignty and national interests.

The significance of the research topic lies also in the escalating importance
of information aggression as a foreign policy tool in today’s world. The Russian
Federation actively utilizes informational tactics to shape global perceptions,
highlighting the need to explore strategies for combating this aggression.
Hence, humanitarian policy emerges as a potentially effective means of resisting
informational attacks. Understanding how humanitarian principles can be
leveraged to counter and respond to information warfare is crucial in the present
context.

Moreover, given the potential impact of Russian government’s information
aggression on various countries and regions, studying humanitarian policy as an
international tool becomes especially vital for devising cooperative strategies and
fostering effective interaction. Therefore, thorough exploration and analysis of the
research topic can facilitate the development of robust strategies and mechanisms
to mitigate information threats and promote international stability.

Therefore, the aim of this article is to conduct a comprehensive examination
and analysis of the role of humanitarian policy and information security as effective
factors in countering aggression by the Russian Federation. The article seeks to
identify the potential of humanitarian policy and information security in reducing
the impact of information aggression and enhancing the resilience of society and
the international community against manipulations and influence.

The set goal involves addressing the following objectives:
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- elaborate on key terms such as “humanitarian policy” and “information
warfare (aggression)” to enhance understanding of their interconnection.

- prove the importance of safeguarding both state and personal information,
particularly as electronic systems for governance and information exchange become
increasingly prevalent.

- analyze how humanitarian policy can serve as an effective tool in countering
information aggression, particularly in relations with the Russian Federation.

Methodology

Various methodologies are employed in political science studies of infor-
mation security, contingent upon the specific objectives and subjects under exami-
nation. Below are some of the most prevalent methodologies: case studies—this
approach involves delving into particular cases or events pertaining to informa-
tion security to dissect the underlying causes, repercussions, and remedial actions
taken in response to these occurrences; document analysis—this method entails
scrutinizing a diverse array of documents, including legislation, policy programs,
strategies, and reports, to discern approaches to information security and respons-
es to prevailing threats; modeling and simulation—utilizing this method allows for
the examination of potential outcomes under varied scenarios for information se-
curity by creating models and simulating diverse situations; benchmarking—this
methodology entails juxtaposing different countries or regions to evaluate their re-
spective approaches to information security, legislation, strategies, and outcomes;

By integrating these methodologies, researchers can garner a more compre-
hensive understanding of information security issues and devise more efficacious
solutions. The foundation of our research rested on a framework rooted in com-
parative and dialectical analysis.

Results of the research

Role of Ukrainian Humanitarian Policy against Russian’s
Information War

When discussing the definition of “humanitarian policy,” it's crucial to
acknowledge its varied interpretations, contingent upon context and research
focus. Nonetheless, a common thread is its aim to achieve humanitarian objectives,
including the protection of human rights, ensuring social justice, and advancing
education and culture to enhance quality of life. In Western literature, humanitarian
policy is often defined as:

1) protection of human rights and freedoms: this involves measures to
guarantee and safeguard fundamental human rights and freedoms.

2) social justice: efforts are made to ensure equal opportunities, combat
discrimination, and address social issues to foster greater justice within society.
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3) humanitarian values: there’s a focus on promoting and disseminating
humanitarian values such as tolerance, diversity appreciation, and mutual
understanding.

4) development of education and culture: policies are directed at improving
education and cultural development to facilitate comprehensive societal progress.

5) humanitarian aid and crisis response: providing assistance during natural
disasters, conflicts, or other crises, as well as developing strategies for prevention,
is integral.

6) global cooperation: collaboration among nations and international
organizations is essential to tackle global challenges like poverty and climate
change.

It's important to recognize that the concept of humanitarian policy can
evolve and adapt to contemporary challenges and the needs of Ukrainian society.
As domestic scholars rightly assert, activities in the sociocultural sphere, policies
related to interfaith, interethnic, and linguistic relations, and public diplomacy
efforts collectively contribute to social stability, cohesion, and societal reintegration.
Ensuring citizens’ rights across various humanitarian policy domains is fundamental
to fostering a democratic process based on inclusivity and promoting overall
societal development. [1, p. 128].

“Information Aggression” refers to a type of military tactic utilized to sway
public opinion, influence democratic processes, and foster negative perceptions
about other countries or organizations. This strategy entails employing
informational tools such as mass media, social networks, and internet resources to
disseminate disinformation, manipulation, and fake news with the goal of achieving
political or military objectives.

Ukrainian researcher I.V. Patlashinska aptly observes that Russian
propaganda primarily aims to discredit the Ukrainian government, armed forces,
and society as a whole. This includes spreading false information about alleged
“neo-Nazis” in Ukraine, with the intention of diminishing Ukraine’s significance
and influence on the global stage. Furthermore, Russian propaganda highlights
supposed issues with specific “Nazis” and “Banderites,” who purportedly oppress
the Russian-speaking population in Ukraine.

However, since 2014, Ukraine has made substantial progress in preparing
for information warfare. Clear communication channels with society have been
established, panic dissemination has been thwarted, and cooperation with Western
partners has been strengthened, ensuring they receive accurate information about
military developments. Consequently, Ukraine has effectively portrayed an accurate
depiction of the military situation, dispelling doubts regarding the identity of the
enemy and their capabilities [2, p. 87].

The functioning of information aggression encompasses several key aspects,
including:
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1) disinformation: this involves intentionally spreading false or misleading
information to deceive and manipulate public opinion.

2) narrative building: crafting and disseminating specific narratives that
serve the aggressor’s interests, often aimed at discrediting the target country.

3) hybrid warfare tactics: integrating conventional military tactics with
informational and psychological warfare methods to achieve strategic objectives.

4) social media manipulation: exploiting social media platforms to propagate
propaganda, sow discord, and amplify divisive narratives.

5) cyber attacks: utilizing cyber means to compromise information systems,
disrupt communication, and conduct espionage.

6) psychological operations (psyops): Employing psychological tactics to
influence and manipulate the perceptions and behaviors of the target population.

Understanding these aspects is crucial for developing effective
countermeasures against information aggression.

It's important to identify and analyze various forms of information
aggression as they significantly impact society, political processes, and international
relations. The Russian full-scale war in Ukraine underscores the importance of
filtering information, conducting quality fact-checking, and resisting destructive
informational attacks from the enemy. The course of this war is influenced not
only by achievements on the front lines but also by social media users, media
professionals, civic analysts, and investigators. Therefore, it’s crucial to approach
all content responsibly—both the content we consume and the content we share.

Research on information aggression in a political context can be conducted
using various approaches and methodologies. Here are some key approaches:

- investigation of information sources: identifying sources that spread in-
formation aggression, analyzing their structure and nature, and assessing the reli-
ability and authority of the information they disseminate;

- media analysis: studying the reaction and interaction of the media with in-
formation aggression, identifying media and information trends, and analyzing the
choice of narratives, words, and images used in informational materials;

- analysis of social media: monitoring and analyzing the impact of infor-
mation aggression on social media, studying user interaction, and identifying key
themes and trends;

- content analysis: analyzing texts, images, videos, etc., to identify explicit
or hidden messages and determine key words, themes, and styles used in informa-
tional materials;

- audience analysis: studying the characteristics and behavior of the audi-
ence interacting with information aggression, identifying target groups and their
peculiarities;

- political context: understanding the political background and circumstanc-
es influencing information aggression, exploring the goals and strategies of politi-
cal actors involved in informational campaigns;
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- international context: analyzing the impact of international factors on the
information aggression of the Russian federation, determining foreign policy goals
pursued through informational campaigns.

These approaches contribute to a comprehensive understanding of informa-
tion aggression and its impact on political processes. Adapting and applying these
methodologies effectively address the challenges posed by information warfare in
contemporary society. These principles can be employed individually or combined for
a comprehensive analysis of Russia’s information aggression in the political context.

As emphasized by D. Dutsyk, the full-scale war has underscored the need for in-
creased medialiteracy among officials at various levels, the development of effective meth-
odologies for engaging new vulnerable audiences (such as residents of regions occupied
after February 24, 2022), and systematic, well-executed research on media consumption
patterns among citizens and their information perception. Such research should form the
basis for the development of programs and projects on media literacy [3, p. 246-247].

Consequently, the central focus in combating such potent and diverse forms
of information aggression should be humanitarian policy, particularly concerning
the defense of civil rights, cultural and educational spheres, and societal under-
standing. Here are some aspects that, in our view, should be considered:

1) advancing humanitarian values: the state should serve as a vehicle for
disseminating and supporting humanitarian values, such as tolerance, equality, and
respect for human rights. promoting these values can serve as a counterbalance to
information aggression aimed at undermining these principles.

2) development of educational and cultural programs: initiatives should
be implemented to foster understanding and mutual appreciation between
different cultures and nationalities. this can decrease society’s susceptibility to
disinformation and stereotypes propagated through information aggression.

3) protection of citizens’ rights and freedoms: authorities should ensure
the safeguarding of fundamental rights and freedoms, including freedom of speech,
the right to information, and privacy. protecting these rights can help prevent
manipulation and disinformation.

4) advancement of media literacy: programs and initiatives should be
introduced to enhance media literacy among the population. individuals with
high levels of media literacy are less vulnerable to manipulation and can critically
evaluate information.

5) international cooperation and diplomacy: collaboration and diplomatic
efforts are crucial for sharing best practices in humanitarian policy and protection
against information aggression. diplomatic measures can contribute to discussions
and the development of international standards and norms in this regard.

6) providing humanitarian assistance and support: measures should be
taken to aid those who become victims of information aggression. this may include
psychological support, community assistance, and other interventions to mitigate
the impact of traumatic information.

336




Tonimonoziunuii sicrux, 92 (2024)

Therefore, humanitarian policy can serve as an effective tool in the fight
against information aggression by emphasizing societal development, human
rights protection, and cultural and educational integration.

As an example, several countries are developing strategies to reduce
vulnerability to information aggression and have achieved some success in this
regard. These examples demonstrate that countries can effectively respond to
information aggression by implementing measures to protect their societies and
developing humanitarian approaches to information security. Here are a few
examples:

A. Baltic countries: Estonia is taking measures for cybersecurity and cyber
defense, considering informational aspects. The country is developing strategies
to protect against cyber-attacks and implementing programs to enhance media
literacy. Lithuania is also increasing its resilience to information aggression, with a
focus on cybersecurity and educational projects.

B. Scandinavian countries: Finland is actively enhancing media literacy
among its population and investing resources in educating citizens to distinguish
misinformation and recognize manipulations on the Internet. Collaboration with
various segments of the public and the promotion of critical thinking are also key.
Sweden focuses on increasing its society’s resilience to information aggression by
promoting media literacy and educational initiatives [See: 4, p.178].

Importance of information security as counteaction factor spreading
Russian’s war against Ukraine

The conditions surrounding Russia’s full-scale war against Ukraine present
significant challenges and threats to information security. Key aspects of ensuring
information security in such circumstances include cyber security, information
warfare, protection of critical information, monitoring and response to threats,
international cooperation, education, and training.

Effectively addressing the issue of cyber security requires a comprehensive
approach and coordinated efforts at national, regional, and international levels. This
involves preventing, preparing for, responding to, and recovering from incidents
involving governmental authorities, the private sector, and civil society. Given
the current socio-political and informational challenges, determining political,
scientific, technical, organizational, and educational strategies and establishing
an efficient cyber protection system as part of comprehensive measures against
cyber threats will foster the development of an effective mechanism for countering
threats in the cyber domain. This includes a proactive response to dynamic changes
in cyberspace and the development and deployment of effective means and tools
for potential responses to aggression in cyberspace. Such measures can serve as a
deterrent against military conflicts and threats in the cyber realm [5, p.150].

Therefore, it is imperative to safeguard critical infrastructure against cyber
attacks, including government communication systems, electronic management
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systems, and other vital information resources, from hacker attacks and cyber
espionage. It is crucial to acknowledge that Russia employs a wide array of
information tactics to manipulate public opinion not only within Ukraine but
also beyond its borders. Consequently, Ukraine must devise effective strategies
to combat disinformation and propaganda, with a particular focus on continuous
monitoring and response to threats. Information security systems must undergo
constant enhancement to support ongoing monitoring of threats, vulnerability
detection, and swift responses to security incidents.

Regarding Ukraine’s international cooperation in information security, it is
essential to recognize that the effectiveness of combating these phenomena hinges
not solely on measures taken at the national level but also on coordinated efforts at
regional and international levels. Analysis of regional international organizations’
activities in information security, considering the state and nature of information
threats, underscores the importance of policy coordination and multilateral
cooperation among states worldwide.

An international and national legal examination of information security in
Ukraine underscores the significance of freedom of expression, which provides
society with a potent tool for acquiring and comprehending diverse ideas and
perspectives. Modern and effective information activities can significantly bolster
the state’s efforts in peacefully resolving crisis situations. Conversely, neglecting
or manipulating information may incite radical attitudes, hostility, and potentially
catastrophic consequences.

Considering international legal and national measures aimed at ensuring
information security, such as the Convention on Cybercrime, the Recommendations
of the Committee of Ministers of the Council of Europe on the protection of freedom
of expression and information in times of crisis, and the Decree of the President
of Ukraine «On the decision of the National Security and Defense Council of
Ukraine of October 15, 2021, on the Information Security Strategy,» it is crucial
to acknowledge the significant divergence in legal approaches among different
countries regarding national legislation on information security. Thus, achieving
substantial changes in international legal regulation of information exchange and
communications necessitates accounting for these differences. It is equally vital to
establish connectivity between domestic and global information infrastructures to
prevent conflicts and to align legal regulations across various levels.

Ukraine must continue bolstering its international cooperation with
organizations such as the OSCE, NATO, the UN, and the EU across all domains.
Whenever feasible, Ukraine should assert its positions and interests in international
negotiations and before international courts. Furthermore, there is a pressing need
to actively adopt European and international cybersecurity standards, enhance the
operations of specialized bodies capable of effective collaboration with relevant
EU and NATO entities, and engage Ukraine in joint exercises and training sessions,
including with foreign experts [7, p.275].
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The integration of information technology into the military domain has
opened up new avenues to bolster a nation’s defense capabilities against aggressors.
In this context, the possession and protection of information resources have gained
significance on par with conventional assets such as weapons, ammunition, and
transportation. Ukraine’s proficiency in the realm of information warfare vis-a-vis
Russia will be crucial in realizing the nation’s strategic objectives and ultimately
securing victory.

Moreover, alongside international collaboration, it is imperative to prioritize
comprehensive education and training in cybersecurity and information security
to cultivate a cadre of skilled professionals capable of safeguarding the country’s
interests. To this end, ongoing initiatives should include:

- specialized training programs for information security specialists, covering
the detection and neutralization of information and technical threats targeting the
nation’s information infrastructure and other critical assets;

- tailored training courses for personnel in the information security and
information warfare units within the armed forces and relevant ministries and
agencies;

- specialized training sessions, including retraining and advanced education,
focusing on information security matters for governmental bodies involved in state,
military, and corporate governance;

- general education initiatives aimed at equipping the populace with the
necessary skills to navigate the complexities of life in an information-driven society
[See: 3].

By prioritizing ongoing education and training efforts, Ukraine can
strengthen its resilience against emerging threats and effectively mitigate risks to
its national security.

Conclusions

Thus, by analyzing and elucidating the functioning of humanitarian policy as
a factor in countering the information aggression of the Russian Federation in the
conditions of its full-scale war against Ukraine, the following conclusions can be drawn.

Information aggression against Ukraine is a multifaceted, polyvector
phenomenon encompassing the creation and dissemination of disinformation,
the use of social networks, organized attacks on opponents, hybrid information
warfare, manipulation of historical narratives, and influence on elections and
political processes. As a counteraction factor, humanitarian policy should also
be multifaceted, particularly directed towards promoting humanitarian values,
developing educational and cultural initiatives, protecting the rights and freedoms
of citizens, enhancing media literacy, fostering international collaboration and
diplomacy, and providing humanitarian assistance.

The protection of both state and personal information is of paramount
importance. With the proliferation of electronic systems for governance and information
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exchange, there is an urgent need to strengthen measures ensuring the confidentiality
and integrity of data. Failure to do so not only compromises sensitive information but
also undermines the trust and efficiency of our administrative processes. Economic
security is another pivotal concern—Ukraine’s economic prosperity relies on
safeguarding against cyber threats. Successful cyber attacks can lead to data breaches,
financial losses, and aloss of investor confidence. Therefore, robust information security
measures are essential for sustaining economic growth and stability.

Furthermore, safeguarding the information security of our citizens is
imperative. Protecting personal information is crucial, as malicious actors may
exploit such data for criminal purposes, including fraud and cyber blackmail. By
prioritizing the protection of citizens’ information, we can enhance their trust in
digital platforms and mitigate the risk of cyber-related crimes. Lastly, international
cooperation plays a crucial role in addressing these multifaceted challenges.
Ukraine stands to benefit from collaborating with international partners to
exchange expertise and intelligence on cybersecurity and combatting cyber threats.
By fostering partnerships on the global stage, we can augment our capabilities and
enhance our resilience against evolving cyber threats.
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T'YMAHITAPHA INOJIITUKA TA IHOOPMAILIIMHA
BE3INEKA IK OCHOBHI ACHHEKTH INPOTUAII
MMOIIMPEHHIO BIMHU POCIi [IPOTU YKPATHU

Pesrome

Y cTaTTi JOCHIIKYIOTBCA 3acafHUY] aclleKTH T'YMaHITapHOI MOJITHUKU K
OJHOTO 3 KJ/IOUYOBMUX eJlIeMeHTIiB nmpoTufii iHbopmaniliHiil BiliHI, 110 BeaeTbCs
Pocilicbkoto @egnepaniero npotu Ykpainu. Kinbka k/1040BUX MipKyBaHb y Ll
chepi: 1. mpocyBaHHA T'yMaHiTapHUX I[iHHOCTEH: MPOCYBaHHA Ta MiATPUMKaA
ryMaHiTapHUX LiHHOCTEN, TAKUX SIK TOJEPAHTHICTh, PiBHICTh Ta MoBara 0 npaB
JIIOJAVHY, BiJirpa€ NMpOaKTUBHY poOJib JJid Jep:KaBW; 2. PO3BUTOK OCBITHIX Ta
KyJbTYpHHUX IHILiaTUB: peasisalif nporpaM, fiKi CIpPUAKTb B3aEMOPO3YMIHHIO
Ta B3a€EMOINOBA3i MiXK pi3HUMHU KyJIbTypaMH Ta Hal[iOHAJIbHOCTSIMH, Ma€ BaXK/JIUBe
3Ha4YeHHs. 3. 3abe3neyeHHs NpaB i cB060O rpoMa/isiH: BJaJa MaE B3ATH Ha cebe
BiZiMOBiAaNbHICTD 3a 3aXUCT QyHJaMeHTaJbHUX IIpaB i cBOOOA, 30KpeMa cBO6OAU
CJIOBQ, MpaBa Ha iHdopMaliito Ta IpUBATHICTb; 4. NiIBUIlEHHS Me/liarpaMOTHOCTI:
iHilliaTUBH, CIpSAIMOBaHi Ha NiJBUILEHHS MeJiarpaMOTHOCTI HaceJieHHS], MAalTh
BHUpilllaJibHEe 3HAaYEHHS. JIIOAW 3 MiJIBUILEHOI MeJiarpaMOTHICTIO MEHII CXUJbHI
0 MaHinyJjanin. 5. MikHapoJHa cmiBOpans Ta AUIJIOMATiA: CHiJIbHI 3yCUJLIA
Ta JUIJIOMaTUYHI 3yCWJs HeoOXiHi A/ 0OMiHYy KpallUMU HpaKTHKaMU
B TyMaHiTapHii mnoJsituni Ta npoTuAii iHopMmauiiiHil arpecii.6. HajgaHHS
ryMaHiTapHOI JONOMOrY: HaJlaHHS r'yMaHiTapHOI JJOIOMOTH Ta MiATPUMKU TUM,
XTO MOCTPaXKJaB Bij iHpopMmalifiHoI arpecii, € ’)KUTTEBO Ba>KJIMBUM.
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Bax/MBicTh 3axUCTy $SK Jlep»KaBHOi, Tak 1 ocob6ucroi iHdopmarii
HEMOXJIUBO [EePEOLiHUTH, OCOOJIUBO Yy CBIiTJIi Bce Oi/bIIOro MNOMIMpPEHHS
eJIEKTPOHHUX CUCTEM YIIpaBJliHHA Ta 06MiHy iHdopMalii€o, 0c06JIMBO B yMOBax
NoBHOMacIITabHoI BilHM, AKy Pocia Befe npoTtu Ykpainu. [loBeJleHa HarajbHa
notrpeba B MOCUJIEHHI 3aX0/[iB, siKi 3a6e3MeuyoTh KOHiAeHIIHHICTD i LiTicHICTD
JlaHUX, 106 3anobirTu KoMnpomeTalil 4yT/IMBoOi iHpopMallii Ta 36epertu JoBipy
¥ epeKTUBHICTb aiMiHicTpaTUBHUX MpoleciB. KpiMm Toro, ekoHoMiyHa Ge3mneka
€ KPUTHUYHO BAXKJIUBUM NUTAHHAM, OCKIJIbKM €KOHOMIUHUH [06po6yT YKpaiHU
3aJIeXKUTh Bifl 3aXUCTY Bifi Kibep3arpos. YcmiuiHi KibepaTaky MOy Tb IPU3BECTH 10
BUTOKY JlaHUX, GiHAHCOBUX BTPAT i 3HMKEHHS JOBipH iHBECTOPIB, 1[0 CTAHOBUTH
3HAaYHUM PU3UK /i1 €eKOHOMIYHOI'0 3pOCTaHHsA Ta crabisbHocTi. ToMy HafiiHi
3axoau iHdpopMaliiiHOl 6e3MeKr € HeOOXiIHUMU ISl MiATPUMKU €KOHOMIYHOTO
MpOLBITaHHS Ta Hal[iOHA/IbHOI 6e31eKH YKpaiHu.

Kiw4oBi cioBa: ryMmaHiTapHa ToJiTHKa, iHpopMaliliHa 6Ge3mneka,
noBHoMacmitabHa BiHa Pocii nporu VYkpainu, MixKHapoaHa chiBmpars,
iHpopMaliliHa BiiiHa, mocTnpaB/a, Kibepbesneka, peliku, OCBITHI Ta KyJbTypHIi
NPAKTHUKH.
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